Background

EREA Ltd [EREA] is bound by Privacy legislation, in accordance with the Australian Privacy Principles and
state-based legislation and regulations, for managing privacy compliance obligati&fRREA aims to be
proactive in its approach to privacy protection and will assess the privacy impacts of major initiatives and
projects and embed privacy considerations into the design and architecture of information technology,
student and staff experiences and businessoasses.

Purpose

EREAs committedto protectingpersonalprivacyandrecogniseghat staff andstudentshaveareasonable

expectationthat EREAwill protectandappropriately
(APP’s). The Policy must conform with the APP’s found in the /
Amendment (Enforcement and Other Measures) Act 2022 (Ctiaccol
Policy outlines:

I.  the typesof personalinformationwe collectac 0.02Tj -0 (e)3 (s)-7.6 (P30.0)grP30



Definitions

Term Definition

Assurance means the EREA software and digital storsggtem used to
record,storeandreport on complianceelated mattersin the
organisation.

AustralianPrivacyPrinciplefAPP’s)  TheAustralian Privacy Principles (or APPs)thee


https://www.oaic.gov.au/privacy/the-privacy-act/rights-and-responsibilities#WhoHasResponsibilitiesUnderPrivacyAct
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/collection-of-personal-information
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/use-and-disclosure-of-personal-information
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/what-is-personal-information
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/correct-your-personal-information
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/access-your-personal-information

Term Definition



Employeesyolunteerscontractors
and other relevant persons

Visitors

X
X

potential privacyimpact
o thegeneralapplicationof privacylawto EREA
activities
o whatto considewhendecidingwhetheror not to
carry out a Privacy Impact Assessment
o whatsafeguardgo applyto mitigateanyrisksto the
privacy of individuals
liaisingwith the OAIC
co-ordinating the handling of internal and external privacy
enquiries,privacycomplaints andrequestsfor accesgo, and
correction of, personal information
maintaining aecordof EREAersonainformationholdings
assistingvith the preparationof PrivacyimpactAssessments
measuringanddocumentinge REAverformanceagainstits
privacy management plan.
delivertrainingto staff
proactivelymonitor compliancewith regulation
assistwith managingEREAesponsedo databreaches
Followreasonabléanstructions/trainingprovidedby EREA0
assist them in complying with their privacy obligations
Identify andreport anyactualor perceiveddatabreach(es}o
the Privacy Officer
Reportanybreachesof this policy
Otherwisecomplywith this policy

Complywith anyreasonableairectionor instructionsgivenby
EREAn the interestof complyingwith privacyobligations



Implementation

What is prsonal inbrmation and how



X

X

X

Misdirectedpostalmail— Letters,Notes,Documents
Misdirectedelectronicmail— Emailsglectronicmessages
Employmentpplicationssentto usthat arenot in responsdo anadvertisedvacancy

Additionalinformation providedto uswhichwasnot requested.

Unsolicited information obtained by EREA will only be held, used and or disclosed if it is considered as
personalinformationthat couldhavebeencollectedby normalmeans If that unsolicitedinformation could

not have been collected by normal means then we will destroy, permanently delete adetaify the
personal information as appropriate.

Collction and us of snsitiv inbrmation

EREAwill only collectsensitiveinformationif it is:

X reasonablynecessaryfor one or more of the disclosedunctions or activities,and we.5I



Regulation 2013 (the Regulations)he Regulations require schools to provide the Commonwealth
Department of Education and Training (DET) with certain information under the NCCD on students with a
disability,includingcategoryof disabilityandlevelof adjustment. Schoolsollectthe requiredinformation

at an individual student level and may provide it to their respective CEC as an Approved Authority (for
funding). Approved Authorities must comply with reporting, record keeping and data quality assurance
obligations under the NCCELstudent information provided to the DET for the purpose of the NCCD does
not explicitly identify any student.

Storag and Scurity of Prsonal Inbrmation

EREAtorespersonalinformationin avarietyof formats



If we areunableto notify individuals we will publisha statementon our websiteandtake reasonablesteps
to publicise the contents of this statement.

Disclosur of prsonal inbrmation

Personal information is used for the purposes for which it was given to EREA, or for purposes which are
directly related to one or more of our functions or activities.

Personalnformation maybe disclosedo governmentagenciespther parents,other schoolsyecipientsof
schoolpublications visitingteachers,counsellors andoachespur services providersggents,cantractors,



where a student may give or withhold consent with respect to the use of their personal information
independently from their parents/carers.

There may also be occasions where parents/carers are denied access to information with respect to their
children,becauséo providesuchinformationwould havean unreasonablémpacton the privacyof others,
or result in a breach of the school’s duty of care to the student.

Th quality of prsonal inbrmation

EREA takes all reasonable steps to ensure the personal information we hold, use and disclose is accurate,
complete and uge-date, including at the time of using or disclosing the information.

If we becomeawareof personalinformationwhichisincorrector out of date,we will takereasonablesteps
to rectify the incorrect or out of date information.

Accss and corrction of prsonal inbrmation

Requestsnaybe submittedto EREAo0 accesr changethe personalinformationwe hold. Uponreceiving
such a request, we will take steps to verify your identity before granting access or correcting the information.

If we reject the request, you will be notified accordingly. Where appropriate, we will provide the reason/s
for our decisionlf the rejectionrelatesto arequestto changepersonalnformation,anindividualmaymake
a statement about the requested change and we will attach this to their record.

Complaints

You can make a complaint about h&REA manages personal information, including a breach of the APPs
or anystate-basedlegislationin relationto healthrecords by notifyingusin writing assoonaspossible We

will respond to the complaint in line with the EREA Complaints Handling Policy and we may seek further
information in orderto providea fulland completeresponse.EREAloes notchargea feefor the handling

of complaints.

If you are not satisfied with our response, you may refer the complaint to the OAIC. A complaint can be
made using the OAIC online Privacy Complaint forioy mail, fax or emailA referral to the OAIC should
be a last resort once all other avenues of resolution have been exhausted.

Howto contactus

EREAanbe contactedaboutthis PrivacyPolicyor about personalinformation generally by:
Emailingprivacy@erea.edu.au
Phoning(03)94263200
Writingto EREA'RrivacyOfficerat 420 StKildaRd,Lv10,Melbourne,VIV3004

We can be contacted on an anonymous basis or by using a pseudonym. However, if you choose not to
identify


mailto:privacy@erea.edu.au
http://www.erea.edu.au/)

Breachof this Policy

Individuals who breach thigolicy may be subject to disciplinary action, including aptb termination of their
employment. In some circumstances, a breach of this policy will amount to a breach of relevant legislation. In
these circumstances, the individual may be liable for further penalties under the legislation.

Individualswho becomeawareof an actualor suspectedreachof this policyare obligedto reportit. Theymay

speak to their line manager or lodge a Whistleblower report through the website/hotline of EREA’s external
service provider(see the EREA Whistleblower Policy and Procedures for further informaiinjeports are treated
confidentially.

PolicyReview

Thispolicywill bereviewedeveryfour (4) yearsunlessthereis alegislativeor regulatoryrequirementto do
so earlier.

The EREA Ltd Board is responsible for approving this Policy and for ensuring it is reviewed and updated as
needed.

EREMRelatedPolicies,Proceduresand Legislation
1. RelatedLegislativenstruments:

The following legislation, standardsand regulationsapply, and this policy alignswith these mandated
requirements:

X CommonwealtiPrivacyAct 1988

X PrivacyLegislatiorAmendmentEnforcementind OtherMeasuresAct2022
X PrivacyAmendment(NotifiableDataBreachespct2017

X HealthRecordgPrivacyand Accesspct 1997[ACT]

2. EREAolicyLinkage
Thispolicy



PolicyType/Governanc®omain Compliance
Priority Ratin High- Adopt
DateApproved November2023
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